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Abstract

The development of digital technology in immigration services has driven the modernization of inspection systems
through the use of autogates, an automated system that processes biometric data to verify the identity of travelers.
However, the use of this technology raises legal issues related to the protection of personal data, especially in the
context of compliance with Law Number 27 of 2022 concerning Personal Data Protection (PDP Law).This study
aims to analyze the legal regulations and assess the effectiveness of personal data protection implementation in the
autogate system at the Class | Special Immigration Office TPI Batam.The research method used is a normative ju-
ridical and empirical juridical approach, with data collection techniques through literature review, interviews, and
field observations. A sociological approach to law is employed to assess the awareness and compliance of officers
and users regarding the right to privacy in the practice of using the autogate. The results of the study show that,
normatively, the legal regulations for personal data protection are already adequate, but they have not yet been spe-
cifically implemented in the governance of autogate usage at immigration checkpoints. At the implementation level,
various technical, legal, and sociological obstacles were found, such as limited understanding of the Personal Data
Protection Law by officials, the absence of specific SOPs, and low public awareness of their rights as data subjects.
Recommendations include the need to formulate technical regulations that integrate the principles of the Personal
Data Protection Law into the operations of the autogate system, regular training for immigration officers on personal
data protection, and public education to increase legal awareness regarding the use of technology-based immigration
services.
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1. Introduction

The integration of technology into immigration processes has become a necessity in the digital era. Autogate
systems, which use biometric and electronic data to verify travelers’ identities, are increasingly adopted worldwide to
improve efficiency and security at border checkpoints. In Batam, a major international gateway for Indonesia, the
Class I Special TPI Immigration Office has implemented autogate systems to streamline the flow of travelers while
maintaining strict immigration control. However, this advancement raises significant juridical questions regarding its
effectiveness and the protection of travelers’ personal data. Legal compliance and technological capability must align
to ensure that such systems do not infringe privacy rights or expose sensitive data to misuse.[1] The Indonesian legal
framework recognizes the importance of safeguarding personal data, as reflected in the Constitution, the Electronic
Information and Transactions Law, and other sectoral regulations. Yet, data breaches and misuse remain a concern.
The operation of autogate systems involves the collection and processing of sensitive biometric information, making
them targets for cyber threats.[2] The challenge lies not only in technical security but also in ensuring institutional
readiness, legal clarity, and enforcement mechanisms that can prevent, detect, and respond to misuse. The research

Publish by Radja Publika

Lg AGCERE 3294


https://doi.org/10.54443/ijset.v4i8.1136
https://www.ijset.org/index.php/ijset/index

LEGAL ANALYSIS OF THE EFFECTIVENESS OF AUTOGATE USE AND PERSONAL DATA PROTECTION AT
IMMIGRATION CHECKPOINTS (RESEARCH STUDY AT THE CLASS | SPECIAL IMMIGRATION OFFICE IN
BATAM)

Bayu Saputraet al

therefore seeks to analyze how effectively the autogate system functions in Batam, particularly in balancing opera-
tional efficiency with legal protections for personal data. This study applies a juridical-empirical method, combining
analysis of statutory provisions, institutional policies, and field data collected through interviews and observation.
The goal is to evaluate whether the autogate system complies with existing laws and whether its implementation
aligns with principles of personal data protection [3]. In doing so, it provides insights into how immigration author-
ities can strengthen legal certainty and trust in technology-enabled border management.

2. Literature Review
2.1. Autogate Systems and Legal Basis

Autogate systems are technological innovations designed to automate immigration clearance using biometric
identifiers such as facial recognition, fingerprints, or iris scans. These systems reduce the need for manual checks,
minimize human error, and speed up border crossing processes, particularly in high-traffic areas such as airports and
ferry terminals. The primary legal basis for the implementation of autogate systems in Indonesia can be found in Law
No. 6 of 2011 on Immigration, which authorizes immigration officers to conduct examinations and verifications
using electronic tools [3]. This law acknowledges that technology can enhance border security and efficiency.
Furthermore, ministerial regulations and technical guidelines from the Directorate General of Immigration reinforce
the operationalization of electronic systems, though they often emphasize manual procedures and lack detailed
technical specifications [4]. Globally, autogate systems are used by countries such as Singapore, Malaysia, and
Australia, which have developed robust operational frameworks combining law, technology, and human resource
readiness [5].

These countries demonstrate that a successful autogate system depends not only on infrastructure but also on
supporting legal and policy frameworks. In Indonesia, the shift toward automation is relatively recent and still
evolving. Many provisions in current regulations are written with traditional immigration checks in mind. As a result,
there is a gap between legal mandates and practical implementation, often causing inconsistencies at points of entry
In addition, the use of autogate systems raises important legal questions about liability, privacy, and operational
accountability. For example, who is responsible if the system fails to detect fraudulent documents, or if biometric data
is misused, These issues require clear legal standards and institutional guidelines. Academic works emphasize that
technology should complement, not replace, human oversight, as officers remain essential for handling exceptional or
high-risk cases . Thus, the literature suggests that while the legal foundation for autogate systems exists, the
supporting regulations must evolve to ensure clarity, uniformity, and legal certainty, particularly in terms of
standards, accountability, and integration with broader border management policies [6].

2.2 Data Protection in Immigration Context

The collection and processing of personal data is central to the operation of autogate systems. Every time a
traveler uses an autogate, sensitive biometric information such as facial scans, fingerprints, and travel history is
captured, stored, and matched with existing databases to verify identity and prevent unauthorized entry. This process
is highly data-intensive and requires strict compliance with privacy and security regulations. The Indonesian
Constitution recognizes the right to privacy as an integral part of human rights, positioning it as a fundamental
protection for all citizens and residents [7]. This constitutional safeguard is operationalized through laws such as the
Electronic Information and Transactions Law (ITE Law), which regulates the use and protection of electronic
information and emphasizes the responsibilities of institutions managing personal data . The recently enacted
Personal Data Protection Law (Law No. 27 of 2022) strengthens this framework by introducing clear definitions of
personal and sensitive data, outlining the principles of data minimization, requiring lawful and transparent
processing, and imposing administrative and criminal penalties for breaches [8].

However, translating these principles into operational practice within the immigration sector poses unique
challenges. Immigration offices are often high-pressure environments where large volumes of personal and biometric
data must be processed rapidly to maintain efficiency and security. These processes involve real-time coordination
with other government agencies, law enforcement bodies, and, at times, international databases to detect irregularities
and manage cross-border risks. Literature on data governance notes that biometric data is inherently more sensitive
than other types of personal data because it is immutable—if compromised, it cannot be reissued like a passport or an
ID card. The risk of unauthorized access, cyberattacks, data breaches, or even internal misuse becomes particularly
significant in high-traffic areas such as Batam, where operational demands are high and resources can be strained [9]
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Research also highlights the critical importance of public trust. Citizens’ and travelers’ willingness to provide
biometric data depends on their confidence that the authorities can safeguard this information. Breaches or misuse not
only affect individuals but can also damage institutional credibility and even national security. International best
practices emphasize measures such as strict access controls, multi-layered encryption, periodic privacy impact
assessments, staff vetting, and independent oversight mechanisms to ensure transparency and accountability [10].
Indonesia’s immigration offices, including those in Batam, have begun implementing some of these measures. For
instance, there are moves to upgrade servers, restrict access to authorized personnel, and develop internal audit
mechanisms. Nevertheless, gaps remain: not all immigration staff are adequately trained in data protection principles,
incident response protocols are sometimes unclear, and integration between biometric systems and other national
databases may create vulnerabilities if not fully secured [11]. The literature suggests that protecting biometric and
personal data in immigration is not merely a matter of regulatory compliance but also a prerequisite for operational
success. Policies must be converted into clear, actionable procedures, supported by ongoing technical upgrades and
robust cybersecurity strategies. Furthermore, the human element—training, accountability, and ethical standards—is
as critical as the technology itself. Without consistent investment in staff capacity and technical safeguards, the
benefits of automation could be overshadowed by privacy risks and legal liabilities. This indicates that strong and
continuous alignment between law, technology, and practice is essential to maintain both efficiency and public
confidence in the immigration system.

2.3 Challenges in Enforcement

Despite the presence of clear legal mandates and the adoption of modern technology, enforcement remains one
of the most critical barriers to fully realizing the potential of autogate systems and personal data protection in Batam’s
immigration context. The findings from the study, supported by previous literature, highlight multiple layers of
challenges that are both structural and cultural. Structural and capacity-related issues are at the forefront. The number
of inspectors and technical personnel assigned to Batam’s immigration office is insufficient compared to the volume
of travelers it manages daily. As a key international gateway connecting Indonesia to Singapore and Malaysia, Batam
experiences heavy traffic, especially during holidays and business seasons. The small pool of trained officers must
monitor equipment, troubleshoot technical issues, verify travelers manually when biometrics fail, and ensure
compliance with data protection protocols. This heavy workload often results in fatigue, errors, and uneven
enforcement . Additionally, budget limitations restrict the ability to recruit and train more staff, invest in up-to-date
hardware, or conduct frequent audits and system upgrades.

Training and skill disparities also undermine enforcement. Not all officers receive standardized or
comprehensive training on biometric technologies or cybersecurity. In some cases, technical updates are rolled out
without sufficient user education, leading to reliance on outdated practices or overdependence on manual verification
when issues arise. This affects the consistency of enforcement and weakens trust in the system’s reliability. Similarly,
inter-agency cooperation remains limited. Immigration operations intersect with port authorities, cybersecurity
teams, law enforcement, and sometimes international bodies, but communication and data-sharing protocols are often
fragmented. Without cohesive policies, agencies work in silos, slowing responses to technical or security incidents.

Institutional culture and readiness also pose challenges. Although autogate systems are designed to simplify
processes and reduce human error, some officers remain hesitant to trust fully automated systems. Cultural resistance
to change, fear of technological obsolescence, and concerns about accountability when something goes wrong all
contribute to cautious adoption. Moreover, data protection responsibilities add another layer of complexity. Handling
sensitive biometric data requires a high degree of diligence, and some officers are not fully confident in applying
retention policies, breach reporting, or privacy safeguards [12]. This gap reflects the need for not only technical
training but also the development of an organizational culture that prioritizes transparency, accountability, and trust.
External threats exacerbate enforcement difficulties. Cybercrime targeting biometric and immigration systems is a
growing global concern. Hackers and organized crime networks actively look for vulnerabilities in border systems,
and biometric data because it is unique and permanent has high value if compromised [13]. Enforcement strategies
therefore cannot be static; they must evolve to meet changing threats. Continuous monitoring, real-time threat
detection, regular penetration testing, and cooperation with national cybersecurity agencies are essential. Yet,
resource and expertise constraints mean these strategies are often only partially implemented. Dynamic and adaptive
strategies are required. Scholars and practitioners agree that building strong enforcement capacity requires more than
technology and legal rules. It demands organizational commitment, continuous professional development, adequate
funding, clear accountability systems, and integration with broader national and international security frameworks

Publish by Radja Publika

Lg AGCERE 3296



LEGAL ANALYSIS OF THE EFFECTIVENESS OF AUTOGATE USE AND PERSONAL DATA PROTECTION AT
IMMIGRATION CHECKPOINTS (RESEARCH STUDY AT THE CLASS | SPECIAL IMMIGRATION OFFICE IN
BATAM)

Bayu Saputraet al

[14]. For Batam, as a busy maritime and air transit hub, these elements are critical. Enhancing enforcement could
involve partnerships with neighboring countries for best practice exchange, investment in public education to build
traveler trust in biometric processes, and consistent audits to identify weak points. In summary, enforcement in Batam
faces a combination of resource, cultural, and external threat challenges. Strengthening this pillar will require a
long-term approach: investing in people and systems, fostering a culture of accountability, and ensuring policies
remain responsive to evolving technological and criminal landscapes.

3. Methodology

This study adopts a juridical-empirical research approach, combining normative legal analysis with field data.
Normative analysis reviews primary and secondary legal sources, including Law No. 6 of 2011 on Immigration,
Ministerial Regulations, the Personal Data Protection Law, and related technical guidelines. Empirical research
involves observations at Batam’s Class I Special TPI Immigration Office and interviews with officers, IT staff, and
users of the autogate system .The data collection process was designed to capture both legal and operational
perspectives. Observations focused on the implementation of autogates, including biometric capture, database
integration, user flow, and officer roles. Interviews explored challenges such as system downtime, privacy concerns,
and enforcement gaps. Supporting data included incident reports, inspection records, and technical documentation.
Data were analyzed qualitatively to identify patterns and evaluate the extent to which the current framework supports
effective and secure operations. The juridical component examined preventive and repressive measures, referencing
Hadjon’s theory of legal protection. Preventive measures relate to policies, training, and system safeguards;
repressive measures refer to sanctions and enforcement after violations . The integration of these methods ensures a
comprehensive view of the system’s effectiveness, bridging law and practice.[15]

4. Results and Discussion
4.1 Implementation of Autogate at Batam Immigration Office

The deployment of the autogate system at the Class | Special TPl Immigration Office in Batam is a major step
toward automating border control. This system uses biometric authentication, including fingerprint and facial
recognition technology, to accelerate immigration clearance for travelers. The purpose is to improve service effi-
ciency, reduce congestion, and strengthen security, particularly in Batam, a hub for cross-border travel between
Indonesia, Singapore, and Malaysia. The introduction of this system aligns with the legal mandate in Law No. 6 of
2011, which encourages the modernization of immigration services and technology adoption . Operationally, the
autogate has reduced average processing times, with travelers spending less than half the time compared to manual
clearance. Observations show that during peak hours, the system can process significantly more travelers without
causing major bottlenecks. This outcome reflects the system’s potential to enhance service quality and reduce
workload for officers. However, limitations were identified. Some travelers face difficulties due to low-quality bi-
ometric data, such as worn fingerprints, low-resolution photos, or technical failures in facial recognition. When
mismatches occur, manual intervention is required, often leading to queues. Smaller entry points or secondary gates
face more technical interruptions due to limited infrastructure. Additionally, there are concerns regarding system
downtime and the need for backup procedures, which indicate a dependence on reliable power and network con-
nectivity. The legal framework supports autogate use, but operational guidelines are still being refined. Questions of
accountability arise when systems fail, particularly in cases where errors could lead to missed detections or incon-
venience to travelers . This highlights the need for more detailed procedures, including liability allocation and
emergency response measures.

4.2 Data Protection Practices and Gaps

The autogate system’s reliance on biometric data brings the issue of personal data protection to the forefront.
Indonesian law, particularly the Electronic Information and Transactions Law and the 2022 Personal Data Protection
Law, establishes clear obligations for handling sensitive data . Batam’s immigration office has introduced measures
such as encryption, secure servers, and limited access to sensitive information. Officers receive training to ensure
compliance, and internal audits are occasionally performed to maintain accountability . Despite these efforts, several
gaps remain. Not all officers fully understand retention periods or breach response protocols, and there is no unified
incident management framework. Data sharing between agencies sometimes occurs without standardized safeguards,
raising the risk of unauthorized access or misuse . Moreover, the integration of biometric systems with other data-
bases is still developing, which could create vulnerabilities if not properly secured.
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Trust is essential for travelers to willingly provide biometric data. Any perception of weak data protection can
reduce confidence and deter usage. Literature and best practices show that strong policies, transparent communica-
tion, privacy impact assessments, and independent oversight are critical to maintaining trust . Currently, some of
these elements are still in their early stages in Batam. The study also found that while officers are aware of data
sensitivity, technical limitations and budget constraints can reduce effectiveness. For example, regular cybersecurity
training and updates are not yet standard practice. The risk of cyber threats, including hacking attempts, makes it
essential to continuously improve security infrastructure .

4.3 Challenges in Enforcement

Enforcement remains one of the most significant obstacles to maximizing the potential benefits of the autogate
system in Batam. Although the system has proven capable of improving operational efficiency and reducing waiting
times, its success heavily depends on consistent oversight and strong institutional support. One of the foremost issues
is the limited number of technical staff and inspectors compared to the growing volume of travelers. Batam is a major
gateway for both domestic and international passengers, with thousands of people passing through immigration
checkpoints daily. However, the number of trained personnel available to monitor, maintain, and troubleshoot the
autogate system is insufficient. This mismatch between demand and resources makes it challenging to ensure that all
equipment is functioning optimally and that any technical problems are resolved quickly.

Another pressing concern is weak coordination among relevant agencies. Immigration offices must work closely
with cybersecurity units, port authorities, and sometimes law enforcement or customs officials. However, the study
found that inter-agency communication is often fragmented, leading to delays in response when technical or security
issues arise. Without an integrated system of information sharing and joint protocols, each agency tends to operate in
silos. This lack of synergy can compromise the integrity of the system and create vulnerabilities .Cultural and
behavioral factors also play an important role. Many immigration officers are accustomed to manual inspection
methods and may feel more confident relying on traditional practices, especially when technical errors occur. This
mindset can reduce the system’s effectiveness, as officers sometimes bypass the autogate system to handle travelers
manually. Furthermore, the training programs provided are not always standardized or updated. Officers may not
receive timely information about new technical upgrades, cybersecurity threats, or legal changes, which affects their
ability to respond effectively to evolving challenges .

Another barrier to enforcement is user-related issues. Travelers themselves contribute to inconsistencies. Some
passengers hesitate to use biometric verification due to concerns about privacy, fear of data misuse, or simple
unfamiliarity with the technology. Others may struggle with the system’s interface, leading to repeated failures in
verification. These issues highlight the importance of public education campaigns and intuitive design to improve
user experience and acceptance. Finally, external threats add a critical layer of complexity. As immigration systems
become more technology-driven, they become attractive targets for cybercriminals. Hackers could exploit
weaknesses in the network to gain unauthorized access to biometric databases, potentially leading to identity theft,
fraud, or other criminal activities. In the absence of strong cybersecurity measures, such as encryption, firewalls, and
real-time monitoring, the risk of breach increases. Cyberattacks could not only compromise personal data but also
undermine public trust in the immigration system and national security . To address these enforcement challenges, the
study emphasizes the need for a multi-dimensional strategy. This includes increasing staffing levels, investing in
continuous training, improving cross-agency collaboration, developing clear contingency protocols, and
strengthening cybersecurity infrastructure. Without these steps, the autogate system’s benefits will remain limited,
and its vulnerabilities could overshadow its advantages.

4.4 Impact and Recommendations for Improvement

The study’s findings show that the autogate system at Batam’s Class I Special TPI Immigration Office has
brought noticeable improvements to immigration services, particularly in reducing waiting times and increasing the
accuracy of identity verification . By automating the clearance process using biometric data, the system has eased
officer workloads and provided travelers with faster service, which is crucial given Batam’s position as a high-traffic
international gateway. These improvements align with the government’s broader digitalization and service
modernization agenda under Law No. 6 of 2011 . However, despite these positive outcomes, the research highlights
significant challenges that, if left unaddressed, could undermine the system’s long-term success. One key issue is
enforcement. While the legal framework exists, operational guidelines remain broad and often leave room for
interpretation, resulting in inconsistent practices across checkpoints . For example, smaller entry points may lack the
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technical capacity or trained staff to handle system errors, forcing officers to revert to manual checks. This
inconsistency could affect service reliability and diminish the perceived value of the system . Another concern is data
protection. The autogate system processes sensitive biometric information such as fingerprints and facial images,
making it a potential target for cyber threats. Although measures such as encryption and access controls are in place,
interviews revealed gaps in officers’ understanding of data retention policies and breach management protocols .
Without clear and consistent data protection measures, the risk of unauthorized access or misuse of personal
information could undermine public trust and violate privacy laws, including the 2022 Personal Data Protection Law

From a technical standpoint, the system’s infrastructure needs strengthening. Hardware and software updates
are not always implemented uniformly, and downtime or system malfunctions can disrupt operations, especially
during peak hours . These technical limitations are often linked to budget constraints and the availability of skilled IT
personnel. Moreover, inter-agency coordination is still developing; cybersecurity agencies, port authorities, and
immigration offices need clearer protocols for collaboration, particularly when responding to security incidents .
Benchmarking against ASEAN neighbors provides valuable lessons. Singapore’s autogates operate within a tightly
regulated environment, supported by strong data protection laws, regular audits, and seamless integration with
national ID systems. Malaysia, too, has focused on interoperability and training, ensuring officers can handle
technical issues effectively . Both countries recognize that technology alone is not enough; legal clarity, institutional
readiness, and public awareness are equally important.

To strengthen Batam’s system, a multi-pronged approach is needed. First, legal and operational guidelines
should be updated to include clear liability provisions, standardized technical protocols, and stronger data governance
. Second, investment in infrastructure is crucial, not only for hardware but also for cybersecurity tools and continuous
monitoring systems . Third, capacity building must be prioritized: officers and IT staff require regular training on
both technical skills and privacy protection to ensure consistent enforcement . Finally, building public trust is
essential. Transparent communication about how biometric data is collected, stored, and protected can increase
traveler confidence. Public education campaigns, user-friendly interfaces, and feedback mechanisms can also
enhance user experience . Batam, with its high traveler volume and strategic position, can serve as a pilot site for best
practices, creating a scalable model for other immigration offices nationwide.

5. Comparison

The study’s findings can be better understood when compared to practices in other countries. Singapore, Ma-
laysia, and Australia have implemented autogate systems earlier and more extensively than Indonesia. In Singapore,
autogates are integrated with the national identity system and operate across all major entry points. The country
emphasizes precision, speed, and security, with frequent audits and real-time monitoring. Malaysia also uses autogate
technology at airports and border checkpoints, integrating it with immigration databases and enforcement systems.
Compared to these benchmarks, Indonesia’s implementation in Batam shows promise but remains in an early stage.
While Law No. 6 of 2011 provides a clear legal mandate for technology use, specific operational standards and data
security measures are still evolving. This contrasts with Singapore, where the Personal Data Protection Act clearly
governs biometric data use, and Malaysia, where detailed operational manuals ensure consistency.

Another key difference is resource allocation. Singapore and Malaysia invest heavily in training, cybersecurity,
and infrastructure, recognizing that technological systems require ongoing updates and staff expertise. In Batam, the
lack of technical personnel and budget constraints hampers system performance and enforcement . Similarly, in-
ter-agency cooperation is more robust in Singapore, where immigration, cybersecurity, and law enforcement agencies
work in integrated frameworks. Batam’s immigration office still operates with relatively limited cross-agency coor-
dination . Despite these gaps, Batam can leverage its position as a high-traffic entry point to pilot improvements.
Lessons from other jurisdictions highlight the need for clear liability rules, regular audits, and public education on
data protection. The comparison suggests that Indonesia’s framework is conceptually sound but needs more in-
vestment and cultural readiness to meet international standards .

6. Conclusions and Suggestion
Based on the discussion in the previous chapter, the following conclusions can be drawn:

a. The autogate system in Batam has improved immigration efficiency by reducing waiting times and minimizing
manual errors. However, the system still faces operational challenges, including technical interruptions and
biometric mismatches.
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b. Legal frameworks exist but lack detailed technical standards and liability provisions for data misuse or system
failures. Data protection measures have been introduced but are not yet uniformly applied

c. Enforcement remains inconsistent due to limited resources, inadequate training, and weak inter-agency coor-
dination. Public awareness and trust in the system are still developing

From these conclusions, the author can offer several recommendations, namely:

a. Strengthen Legal and Technical Frameworks Update regulations to include clear provisions on data security,
system liability, and technical standards for biometric systems.

b. Enhance Cybersecurity and Data Protection Invest in encryption technologies, strict access control, and regular
audits. Establish incident response plans and independent oversight to ensure compliance.

c. Capacity Building Provide continuous training for officers and technical staff. Encourage a culture of
accountability and readiness to adapt to technological changes.

d. Public Engagement and Transparency Increase traveler awareness about autogate use and data protection
policies. Clear communication builds trust and encourages voluntary compliance.

e. Improve Inter-Agency and International Collaboration Collaborate with cybersecurity agencies, law
enforcement, and international partners to share knowledge, develop standards, and enhance system resilience.

f. Pilot and Scale-Up Programs Use Batam as a model for testing advanced systems and gradually extend
successful practices to other immigration checkpoints.

g. Continuous Evaluation and Audits Conduct regular operational reviews to identify weaknesses and measure
performance against international best practices
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