
   
 

INTERNATIONAL JOURNAL OF SOCIAL SCIENCE, EDUCATIONAL, ECONOMICS,  

AGRICULTURE RESEARCH AND TECHNOLOGY (IJSET) | ISSN (E): 2827-766X 

Website: https://ijset.org/ | Volumes 5 No. 5 (2026) 

 

Publish by Radja Publika 

             Page 2290 of 8 
 

  

THE DARK SIDE OF PERSONALIZATION: WHEN DATA-DRIVEN 

CUSTOMIZATION ERODES PERCEIVED AUTONOMY AND  

TRIGGERS REACTANCE 
 

Neni Asmayati1*, Lukmanul Hakim2, Dahrul Aman Harahap3  
1Universitas Riau Kepulauan  
2Universitas Riau Kepulauan  
3Universitas Riau Kepulauan  

E-mail: neniasmayati15@gmail.com1*, lukmann14@gmail.com2, amandahrul@gmail.com3 

 

Received: 05/03/2026 | Revised: 15/03/2026 | Accepted: 03/04/2026 | Published: 11/04/2026 

 

Abstract 

This article examines the dark side of data-driven personalization, focusing on how customization practices can 

erode perceived autonomy and trigger psychological reactance among consumers. While personalization enhances 

relevance, convenience, and engagement, it also raises concerns related to privacy, control, and perceived 

manipulation. Drawing on a narrative literature review, this study synthesizes insights from marketing and consumer 

psychology to explore the tension between personalization benefits and consumer discomfort. The findings highlight 

key themes, including the personalization–privacy paradox, perceived loss of control, and the role of trust and 

transparency. The study further explains the mechanism of reactance, where perceptions of manipulation lead to 

threats to freedom of choice, resulting in resistance, avoidance, and negative behavioral outcomes. In addition, 

several moderating factors are identified, such as the level of personalization, consumer data literacy, trust in brands, 

and cultural differences. A conceptual framework is proposed, linking personalization practices to perceived 

autonomy and privacy concerns, which in turn influence consumer responses. The article contributes by integrating 

psychological theory with marketing practice and offers managerial implications for designing ethical and user-

centered personalization strategies. Future research should empirically validate the framework across contexts. 

 

Keywords: Personalization; psychological reactance; perceived autonomy; privacy concerns; data-driven 

marketing 

 

INTRODUCTION  

The rapid advancement of digital technologies has fundamentally transformed the way organizations interact 

with consumers, leading to the widespread adoption of data-driven personalization in marketing. Companies now 

leverage vast amounts of user data to tailor content, recommendations, and advertisements to individual preferences 

(Cao et al., 2021). This rise of personalization has been fueled by the growth of artificial intelligence, sophisticated 

tracking technologies, and behavioral targeting techniques. These tools enable marketers to analyze user behavior in 

real time and deliver highly customized experiences across digital platforms. As a result, personalization has become 

a central strategy for enhancing customer engagement and improving marketing effectiveness (Klee et al., 2021). 

However, this increasing reliance on data-driven customization also raises important questions about its broader 

implications for consumer perceptions and behavior. 

The growth of AI and tracking technologies has significantly enhanced the precision and scale of 

personalization efforts. Algorithms can now predict consumer preferences with remarkable accuracy by analyzing 

browsing history, purchase behavior, and interaction patterns (Brewis et al., 2023). Behavioral targeting allows 

marketers to anticipate needs and deliver relevant messages at the right moment, creating a more seamless and 

engaging user experience. While these advancements offer clear benefits for both businesses and consumers, they 

also contribute to a more intrusive digital environment. Consumers are often unaware of the extent to which their 

data is collected and used, leading to concerns about privacy and control. This evolving landscape has intensified the 

complexity of marketing practices and the ethical considerations surrounding them (Kumari et al., 2025). 
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Consequently, understanding the impact of these technologies on consumer perceptions has become increasingly 

important. Despite the advantages of personalization, a growing tension exists between its benefits and the 

discomfort it may generate among consumers. On one hand, personalized experiences can increase convenience, 

relevance, and satisfaction by aligning offerings with individual needs. On the other hand, excessive or poorly 

executed personalization can create feelings of intrusion, surveillance, and manipulation (Shiddiqi et al., 2026). This 

tension highlights a critical problem in modern marketing, where efforts to enhance customer experience may 

inadvertently undermine consumer trust and autonomy. In some cases, consumers may perceive personalized content 

as a threat to their freedom of choice, leading to resistance or avoidance behaviors. This phenomenon is closely 

related to psychological reactance, where individuals push back against perceived attempts to control their decisions 

(Sun, 2024). As such, the challenge lies in balancing personalization with respect for consumer boundaries and 

perceptions. 

This article aims to examine the negative consequences of data-driven personalization, particularly its impact 

on perceived autonomy and the triggering of psychological reactance. By synthesizing insights from marketing and 

consumer psychology literature, the study seeks to provide a deeper understanding of how personalization can lead 

to unintended negative outcomes. It focuses on identifying key mechanisms through which personalization affects 

consumer perceptions and behaviors. In doing so, the article contributes to both theoretical and practical discussions 

on the ethical and strategic implications of personalization. Furthermore, it offers guidance for marketers on how to 

design personalization strategies that minimize negative reactions while maintaining effectiveness. Ultimately, the 

study highlights the need for a more balanced and human-centered approach to data-driven marketing. 

 

LITERATURE REVIEW   

Evolution of Personalization in Marketing 

Personalization in marketing has evolved significantly from traditional mass marketing approaches to highly 

sophisticated forms of hyper-personalization. In earlier stages, marketing strategies were designed for broad 

audiences, with limited ability to tailor messages to individual consumers. As markets became more competitive, 

segmentation and targeting strategies emerged, allowing marketers to group consumers based on shared 

characteristics (Adeniran et al., 2024). However, these approaches still lacked the precision needed to address 

individual preferences. The rise of digital technologies enabled a shift toward one-to-one marketing, where 

personalized communication became more feasible. Today, hyper-personalization represents the most advanced 

stage, using real-time data and predictive analytics to deliver highly customized experiences. This evolution reflects 

a broader transformation in how organizations engage with consumers in increasingly dynamic environments 

(Mayndarto, 2025). 

The role of big data and digital platforms has been central to this transformation. Digital platforms such as 

social media, e-commerce websites, and mobile applications generate vast amounts of user data that can be analyzed 

to understand behavior and preferences (Umoren et al., 2025). Big data technologies allow organizations to process 

and store this information efficiently, enabling more precise targeting and personalization. These platforms also 

facilitate continuous interaction with consumers, providing opportunities for real-time data collection and feedback. 

As a result, marketers can deliver more relevant and timely content, enhancing the overall customer experience. 

However, the reliance on big data also raises concerns about privacy and ethical data use (Bonvino & Giorgino, 

2024). This dual impact underscores the complexity of personalization in the digital age. 

 

Theoretical Foundations 

The theoretical foundation of personalization is deeply rooted in psychological reactance theory, which 

explains how individuals respond to perceived threats to their freedom of choice. According to this theory, when 

consumers feel that their autonomy is being restricted or manipulated, they may experience a motivational state 

aimed at restoring their freedom (Nnaji et al., 2024). In the context of personalized marketing, overly targeted or 

intrusive messages can trigger such reactions. Consumers may perceive these messages as attempts to influence or 

control their behavior, leading to resistance or avoidance. This highlights the importance of understanding the 

psychological mechanisms underlying consumer responses to personalization. By considering these dynamics, 

marketers can design strategies that minimize negative reactions (Adeleye et al., 2024). 

In addition to reactance theory, concepts such as perceived autonomy and privacy calculus play a crucial 

role in understanding consumer behavior. Perceived autonomy refers to the extent to which individuals feel in control 

of their decisions and actions. When personalization undermines this sense of control, it can lead to discomfort and 

distrust (Suhairi et al., 2024). Privacy calculus theory suggests that consumers weigh the benefits of personalization 



   

THE DARK SIDE OF PERSONALIZATION: WHEN DATA-DRIVEN CUSTOMIZATION ERODES PERCEIVED  

Neni Asmayati
 
et al 

 

Publish by Radja Publika 

             Page 2292 of 8 
 

against the perceived risks of sharing personal data. If the perceived risks outweigh the benefits, consumers may 

become reluctant to engage with personalized services. These theoretical perspectives provide a framework for 

analyzing the complex relationship between personalization and consumer perception. Together, they highlight the 

need for a balanced approach that respects both personalization benefits and consumer autonomy (Stella et al., 2024). 

 

The Dark Side of Personalization 

Despite its advantages, personalization also has a darker side that can negatively impact consumer 

perceptions and behavior. One of the primary concerns is perceived intrusion, where consumers feel that their privacy 

is being violated. The collection and use of personal data without clear consent or transparency can lead to discomfort 

and distrust (Shah & Murthi, 2021). This is particularly evident when personalized messages reveal information that 

consumers did not expect to be known. Such experiences can create a sense of being monitored or surveilled, which 

undermines trust in brands. As a result, consumers may become more cautious or even avoid engaging with 

personalized content. This highlights the importance of addressing privacy concerns in personalization strategies 

(Ali & Ortega-Gutiérrez, 2025). 

Another critical issue is the loss of perceived autonomy and the emergence of the “creepiness” effect. When 

personalization becomes too precise or intrusive, consumers may feel that their choices are being manipulated. This 

perception can trigger psychological reactance, leading to resistance and negative attitudes toward the brand (Cioppi 

et al., 2023). Over-personalization can also create discomfort by making consumers aware of how much data is being 

collected about them. The “creepiness” effect occurs when personalization crosses a boundary that makes users feel 

uneasy or exposed. These negative reactions can offset the benefits of personalization and damage brand 

relationships. Therefore, organizations must carefully balance personalization efforts to avoid undermining 

consumer trust and autonomy (Motwani & Katatria, 2024). 

 

METHODOLOGY 

This study adopts a narrative literature review as its primary research design to explore the dark side of 

personalization in data-driven marketing. Unlike systematic reviews, which follow rigid protocols and predefined 

procedures, a narrative approach allows for greater flexibility in selecting, interpreting, and synthesizing relevant 

literature. This method is particularly appropriate for interdisciplinary topics such as personalization, which span 

marketing, psychology, and information systems. The narrative review enables the integration of diverse 

perspectives to provide a comprehensive understanding of how personalization affects perceived autonomy and 

triggers psychological reactance. By focusing on conceptual insights rather than exhaustive coverage, the study aims 

to develop a coherent and meaningful synthesis of existing knowledge. This approach also allows the inclusion of 

both theoretical and practical viewpoints, enhancing the relevance of the findings. 

The source selection process draws on a wide range of materials, including academic journal articles, 

behavioral studies, marketing research, and industry reports. These sources were chosen to capture both empirical 

evidence and conceptual discussions related to personalization and consumer responses. The inclusion criteria were 

based on the relevance of each source to key themes such as data-driven personalization, perceived autonomy, 

privacy concerns, and psychological reactance. Only studies that contribute to understanding the interaction between 

personalization practices and consumer psychology were considered. A thematic synthesis was employed as the 

analytical approach, allowing the identification of recurring patterns, concepts, and relationships across the literature. 

Through this process, key themes were organized into a structured framework that supports the study’s objectives. 

However, as a non-systematic review, this study is subject to limitations, including potential selection bias and the 

absence of exhaustive coverage of all relevant literature. Despite these limitations, the methodology provides a 

valuable and integrative perspective on the topic. 

 

RESULTS AND DISCUSSION 

Key Themes Identified 

One of the central themes identified in the review is the personalization–privacy paradox, which reflects the 

tension between the benefits of personalization and concerns about privacy. On one hand, consumers appreciate 

personalized experiences that enhance convenience, relevance, and efficiency in their interactions with digital 

platforms (Burr et al., 2020). On the other hand, these same consumers often express discomfort when they become 

aware of the extent to which their personal data is collected and utilized. This paradox highlights a fundamental 

contradiction in consumer attitudes, where individuals simultaneously desire and resist personalization. The 

increasing use of tracking technologies and data analytics intensifies this dilemma, making it more visible and 
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complex (Hayes et al., 2021). As a result, marketers must carefully balance personalization benefits with privacy 

considerations to avoid negative reactions. This theme underscores the need for ethical and transparent data practices 

in modern marketing (Bleier et al., 2020). Another important theme is the perceived loss of control and the triggering 

of psychological reactance, which are closely interconnected. When consumers feel that their choices are being 

influenced or constrained by personalized content, they may experience a reduction in perceived autonomy. This 

loss of control can lead to discomfort and resistance, particularly when personalization appears overly intrusive or 

manipulative (Cloarec, 2020). Psychological reactance theory explains that individuals are motivated to restore their 

freedom when they perceive it to be threatened. In marketing contexts, this can result in negative attitudes toward 

brands, avoidance of personalized messages, or even active rejection of recommendations. Trust and transparency 

issues further amplify these reactions, as consumers are more likely to respond negatively when they lack 

understanding of how their data is used (Hemker et al., 2021). Together, these themes highlight the importance of 

maintaining consumer trust while implementing personalization strategies. 

 

Table 1. Key Themes in the Dark Side of Data-Driven Personalization 

Theme Definition Key Characteristics Strategic Implications 

Personalization–

Privacy Paradox 

Tension between 

personalization benefits 

and privacy concerns 

Desire for relevance vs. 

discomfort with data 

use, awareness of 

tracking 

Requires balance between 

personalization and privacy, 

emphasizes ethical data 

practices 

Perceived Loss 

of Control 

Feeling that 

personalization limits 

consumer autonomy 

Reduced autonomy, 

discomfort, perception 

of influence 

Necessitates giving users 

more control and 

transparency in 

personalization 

Psychological 

Reactance 

Resistance triggered by 

perceived threats to 

freedom of choice 

Avoidance, rejection, 

negative attitudes 

toward brands 

Marketers must avoid overly 

intrusive tactics to prevent 

backlash 

Trust and 

Transparency 

Issues 

Lack of clarity about data 

usage leading to distrust 

Uncertainty about data 

practices, skepticism, 

reduced trust 

Highlights need for clear 

communication and 

transparent data policies to 

maintain trust 

 

The table as shown in Table 1 highlights four interrelated themes that explain the negative consumer 

responses to data-driven personalization. The personalization–privacy paradox illustrates the fundamental tension 

between consumers’ desire for relevant, tailored experiences and their concerns about how personal data is collected 

and used. This tension is closely linked to the perceived loss of control, where consumers feel that personalization 

limits their autonomy and influences their choices in ways they may not fully understand or accept. Such perceptions 

can trigger psychological reactance, leading to resistance behaviors such as avoidance, rejection of 

recommendations, or negative attitudes toward brands (Quach et al., 2022). Trust and transparency issues further 

intensify these reactions, as a lack of clear communication about data practices increases uncertainty and skepticism. 

Together, these themes demonstrate that the effectiveness of personalization depends not only on technological 

capabilities but also on how consumers perceive control, fairness, and trust. This underscores the importance for 

marketers to adopt ethical, transparent, and user-centered personalization strategies (McKee et al., 2023). 

 

Mechanism of Reactance in Personalization 

The mechanism of reactance in personalization begins with the perception of manipulation, where consumers 

interpret personalized content as an attempt to influence or control their behavior. This perception is often triggered 

when recommendations or advertisements appear too precise or predictive, making users feel that their actions are 

being closely monitored (Boerman & Smit, 2022). Such experiences can create discomfort and skepticism, as 

consumers question the intentions behind the personalization. When personalization crosses certain boundaries, it 

may no longer be perceived as helpful but rather as intrusive. This shift in perception is critical, as it determines 

whether consumers accept or resist personalized content (Duralia et al., 2025). Understanding this mechanism is 

essential for designing personalization strategies that do not trigger negative reactions. It highlights the fine line 

between relevance and intrusion in data-driven marketing. 
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The perception of manipulation leads to a perceived threat to freedom of choice, which is a core driver of 

psychological reactance. When consumers feel that their autonomy is compromised, they are motivated to reassert 

their independence. This can manifest in various behavioral outcomes, including avoidance of personalized content, 

resistance to recommendations, and even backlash against brands (Cao et al., 2021). In some cases, consumers may 

deliberately choose options that contradict personalized suggestions as a way of restoring their sense of control. 

These reactions can undermine the effectiveness of personalization strategies and damage long-term customer 

relationships (Klee et al., 2021). Moreover, repeated exposure to intrusive personalization may lead to broader 

distrust of digital platforms. Therefore, understanding the behavioral consequences of reactance is crucial for 

mitigating its impact on marketing performance. 

 

 
 

Figure 1. Matrix of the Reactance Mechanism in Data-Driven Personalization 

 

The matrix chart as shown in Figure 1 illustrates how different stages of the reactance mechanism in 

personalization interact with key psychological dimensions, including perception, emotion, cognition, and behavior. 

The stage of perceived manipulation shows a strong connection with perception and cognition, indicating that 

consumers first interpret and mentally process personalized content as potentially intrusive (Burr et al., 2020). As 

this perception evolves into a perceived threat to freedom, emotional responses become more prominent, reflecting 

feelings of discomfort, concern, or resistance. The reactance stage itself is highly associated with both emotional and 

cognitive dimensions, highlighting the internal conflict consumers experience when they feel their autonomy is 

compromised (Hayes et al., 2021). Finally, behavioral outcomes demonstrate the strongest impact on behavior, as 

consumers translate their psychological reactions into actions such as avoidance, resistance, or backlash. The overall 

pattern suggests a progression from perception to behavior, where each stage intensifies the consumer’s response. 

This matrix reinforces the idea that personalization effects are multidimensional and evolve through interconnected 

psychological processes (Bleier et al., 2020). 

 

Moderating Factors 

Several moderating factors influence how consumers respond to personalization and whether reactance is 

triggered. One key factor is the level of personalization, which can range from moderate to extreme. Moderate 

personalization is often perceived as helpful and relevant, enhancing user experience without raising significant 

concerns. In contrast, extreme personalization, where content appears overly tailored or intrusive, is more likely to 

trigger discomfort and reactance (Cloarec, 2020). This suggests that there is an optimal level of personalization that 

maximizes benefits while minimizing negative reactions. Identifying this balance is essential for effective marketing 

strategy. It also highlights the importance of context in determining how personalization is perceived (Hemker et al., 

2021). 
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Another important set of moderating factors includes consumer awareness, data literacy, trust in brands, and 

cultural differences. Consumers with higher levels of data literacy may better understand how personalization works, 

which can either reduce or increase concerns depending on their perceptions. Trust in the brand or platform plays a 

critical role in shaping responses, as consumers are more likely to accept personalization from organizations they 

trust (Quach et al., 2022). Conversely, low trust can amplify perceptions of risk and manipulation. Cultural and 

contextual differences also influence how personalization is interpreted, as norms around privacy and autonomy vary 

across societies. These factors demonstrate that consumer responses to personalization are not uniform but depend 

on a range of individual and contextual variables. Understanding these moderating influences can help organizations 

tailor their strategies more effectively (McKee et al., 2023). 

 

Table 2. Moderating Factors Influencing Consumer Responses to Data-Driven Personalization 

Moderating Factor Definition Key 

Characteristics 

Strategic Implications 

Level of 

Personalization 

Degree to which content 

is tailored to individual 

users 

Moderate vs. 

extreme 

personalization, 

perceived relevance 

vs. intrusion 

Requires optimal balance to 

maximize benefits and 

minimize reactance 

Consumer 

Awareness & Data 

Literacy 

Understanding of how 

personalization and data 

usage operate 

Knowledge of data 

practices, 

awareness of 

tracking 

Influences acceptance or 

concern; requires education 

and clear communication 

Trust in 

Brand/Platform 

Consumer confidence in 

how organizations use 

personal data 

Perceived 

credibility, 

transparency, 

reliability 

High trust reduces 

resistance; low trust 

increases perceived risk and 

reactance 

Cultural & 

Contextual Factors 

Influence of societal 

norms and situational 

context on perception 

Privacy norms, 

cultural values, 

situational 

differences 

Requires adaptation of 

personalization strategies 

across markets and contexts 

 

The table as shown in Table 2 highlights key moderating factors that influence how consumers perceive and 

respond to data-driven personalization, demonstrating that reactions are not uniform but context-dependent. The 

level of personalization plays a critical role, as moderate personalization is generally perceived as beneficial, while 

excessive personalization can lead to discomfort and trigger reactance. Consumer awareness and data literacy further 

shape responses, as individuals who better understand data practices may either feel more comfortable or become 

more cautious depending on their perceptions of risk (Duralia et al., 2025). Trust in the brand or platform emerges 

as a crucial factor, with higher trust reducing concerns and increasing acceptance of personalized content, while low 

trust amplifies skepticism and resistance. Additionally, cultural and contextual factors influence how personalization 

is interpreted, as norms regarding privacy and autonomy vary across different societies and situations. Together, 

these factors demonstrate that effective personalization requires a nuanced and adaptive approach that considers 

individual differences, trust dynamics, and cultural contexts (Cao et al., 2021). 

 

Conceptual Framework (Proposed Model) 

The proposed conceptual framework begins with the input stage, which includes data collection and 

personalization practices. Organizations gather data from various sources such as browsing behavior, transaction 

history, and user interactions to create personalized experiences. These practices form the foundation of data-driven 

marketing and enable targeted communication with consumers (Klee et al., 2021). However, the way data is collected 

and used significantly influences how personalization is perceived. If consumers perceive data practices as intrusive 

or opaque, it can negatively affect their responses. Therefore, the input stage is critical in shaping subsequent 

perceptions and outcomes. It highlights the importance of responsible data management and ethical considerations 

in personalization (Brewis et al., 2023). The framework also includes mediating factors such as perceived autonomy 

and privacy concerns, which influence the relationship between personalization and consumer responses. When 

personalization undermines autonomy or raises privacy concerns, it can lead to negative emotional and cognitive 
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reactions. These mediators play a key role in determining whether personalization is perceived positively or 

negatively (Kumari et al., 2025). The outcome stage of the framework focuses on the consequences of these 

perceptions, including psychological reactance, resistance, and reduced engagement. Consumers may disengage 

from platforms, ignore personalized content, or develop negative attitudes toward brands. This framework provides 

a structured way to understand the complex dynamics of personalization and its effects on consumer behavior. It 

also offers a foundation for developing strategies that minimize negative outcomes while preserving the benefits of 

personalization (Shiddiqi et al., 2026). 

 

CONCLUSION 

 This article has explored the darker side of data-driven personalization, emphasizing how strategies 

designed to enhance user experience can inadvertently undermine perceived autonomy and trigger psychological 

reactance. While personalization offers clear benefits in terms of relevance, convenience, and engagement, it also 

introduces significant risks related to privacy concerns, perceived manipulation, and loss of control. The findings 

highlight that consumer responses to personalization are shaped not only by technological capabilities but also by 

psychological processes and contextual factors. In particular, the personalization–privacy paradox, perceived loss of 

autonomy, and the mechanism of reactance provide important insights into why consumers may resist or reject 

personalized content. These dynamics demonstrate that personalization is not inherently positive or negative, but 

rather depends on how it is implemented and perceived. As such, organizations must carefully design personalization 

strategies that respect consumer boundaries and maintain trust. 

From a theoretical perspective, this study contributes to the integration of marketing and consumer 

psychology by linking personalization practices with psychological reactance and autonomy perceptions. Practically, 

it offers valuable guidance for marketers to balance personalization effectiveness with ethical considerations, 

transparency, and user control. However, the study is limited by its narrative review approach, which may not capture 

the full scope of empirical evidence. Future research should focus on testing the proposed conceptual framework 

across different industries and cultural contexts to better understand the variability in consumer responses. 

Additionally, further studies could explore how emerging technologies, such as advanced AI and privacy-enhancing 

tools, influence perceptions of personalization. Ultimately, achieving sustainable and effective personalization 

requires a human-centered approach that prioritizes trust, transparency, and respect for consumer autonomy. 
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